Abstract. This paper considers a generalized form for Hessian curves. The family of generalized Hessian curves covers more isomorphism classes of elliptic curves. Over a finite filed Fq, it is shown to be equivalent to the family of elliptic curves with a torsion subgroup isomorphic to Z/3Z. This paper provides efficient unified addition formulas for generalized Hessian curves. The formulas even feature completeness for suitably chosen parameters. This paper also presents extremely fast addition formulas for generalized binary Hessian curves. The fastest projective addition formulas require 9M + 3S, where M is the cost of a field multiplication and S is the cost of a field squaring. Moreover, very fast differential addition and doubling formulas are provided that need only 5M + 4S when the curve is chosen with small curve parameters.
Introduction
An elliptic curve E over a field F can be given by the Weierstraß equation
where the coefficients a 1 , a 2 , a 3 , a 4 , a 6 ∈ F. Koblitz [26] and Miller [30] were the first to show that the group of rational points on an elliptic curve E over a finite field F q can be used for the discrete logarithm problem in a public-key cryptosystem.
There are many other ways to represent elliptic curves such as Legendre equation, cubic equations, quartic equations and intersection of two quadratic surfaces [2, 32, 35] . Several forms of elliptic curves over finite fields with several coordinate systems have been studied to improve the efficiency and the speed of the arithmetic on the group law (mainly addition and doubling formulas) [2, 4] .
Some unified addition formulas that also work for the point doubling have been presented for several forms of elliptic curves, see e.g. [23, 27, 8, 11, 10, 5] .
where c, d ∈ F, c = 0 and d 3 = 27c. Clearly, this family covers more isomorphism classes of elliptic curves than Hessian curves. Notice that the Sylvester addition formulas work for the family of generalized Hessian. But these formulas are not unified. From the Sylvester formulas and after suitable transformation of inputs coordinates, we present fast and efficient unified addition formulas for generalized Hessian curves.
Nevertheless, the unified formulas for Hessian curves are not complete. In other words, there are some exceptional cases where the formulas fail to give the output. We study the exceptional cases of the addition formulas for generalized Hessian curves. We observe that the unified formulas are complete for many generalized Hessian curves, i.e., the addition formulas work for all pairs of inputs. In particular, the group of F-rational points on a generalized Hessian curve has complete addition formulas if and only if c is not a cube in F. Also, the unified formulas are valid for all input points in rational subgroups H of generalized Hessian curves over finite fields F q whenever gcd(#H, 3) = 1.
For generalized binary Hessian curves, the unified addition formulas are the fastest known addition formulas on binary elliptic curves; for example 9M + 3S for extended projective addition, 8M + 3S for extended mixed affine-projective addition, and 5M + 4S for mixed addition and doubling, when curves are chosen with small parameters. As usual, we use M to denote a field multiplication and S to denote a field squaring. Furthermore, the addition formulas are complete for generalized Hessian curves over F 2 n when c is not a cube in F 2 n . The mixed differential addition and doubling formulas are also complete.
Note. In [7] , Bernstein, Kohel, and Lange define the twisted Hessian form. The twisted form is similar to the above form up to the order of the coordinates. Both forms present advantages. The neutral element on the twisted form is a finite point. In affine coordinates, the generalized form is fully symmetric and features a simpler inverse. See also [12, Exerc. 6.2] .
A Hessian curve over a field F is given by the cubic equation
for some d ∈ F with d 3 = 27 [19] . This section considers the family of generalized Hessian curves which cover more isomorphism classes of elliptic curves than Hessian curves. As will be shown, this family provides efficient unified addition formulas. Moreover, the unified formulas are complete for some generalized Hessian curves, i.e., the addition formulas work for all pairs of inputs. 
with ζ 3 = c, is isomorphic over F to the Hessian curve H d ζ :
We see that the curve H c,d over F is isomorphic to the curve H d ζ over F if ζ ∈ F. In other words, a generalized Hessian curve over F is isomorphic over F to a Hessian curve if and only if c is a cube in F.
It is easy to adapt the addition and doubling formulas for generalized Hessian curves (see e.g. [12, Formulary] , a.k.a. Sylvester formulas). The sum of two (different) points (x 1 , y 1 ), (x 2 , y 2 ) on H c,d is the point (x 3 , y 3 ) given by
The doubling of the point (x 1 , y 1 ) on H c,d is the point (x 3 , y 3 ) given by
and y 3 = x 1 (c − y 1 3 )
Theorem 1. Let E be an elliptic curve over a field F. If the group E(F) has a point of order 3 then E is isomorphic over F to a generalized Hessian curve. Moreover, if F has an element ω with ω 2 + ω + 1 = 0, then the group E(F) has a point of order 3 if and only if E is isomorphic over F to a generalized Hessian curve.
Proof. We note that the elliptic curve E over F has a point of order 3 if and only if it has a Weierstraß model E a1,a3 : y 2 z + a 1 xyz + a 3 yz 2 = x 3 (see e.g. [25] ). Let ω ∈ F with ω 2 + ω + 1 = 0. Let p be the characteristic of F.
1. If p = 3, the elliptic curve E a1,a3 via the map (x, y, z) → (X, Y, Z) given by
is isomorphic over F(ω) to the generalized Hessian curve H c,d with c = a 1 3 − 27a 3 and d = 3a 1 . On the other hand, the generalized Hessian curve H c,d is isomorphic over F(ω) to the Weierstraß curve E a1,a3 with 
Remark 1. Consider the elliptic curve E a1,a3 defined in the proof of Theorem 1. If p = 3 and a 1 3 − 27a 3 is a cube in F, we let c = 1 and d = 3(a 1 + 2δ)/(a 1 − δ), where δ 3 = a 1 3 − 27a 3 . Then, the map (x, y, z) → (X, Y, Z) given by
is an isomorphism over F between E a1,a3 and H c,d .
Theorem 2. Let E be an elliptic curve over a finite field F q . Then, the group E(F q ) has a point of order 3 if and only if E is isomorphic over F q to a generalized Hessian curve.
Proof. If q ≡ 0, 1 (mod 3) then the theorem is a direct consequence of Theorem 1. Next, we assume that q ≡ 2 (mod 3). So, every element of F q is a cube. If the elliptic curve E has an F q -rational point of order 3 then Remark 1 provides an isomorphism between E and a generalized Hessian curve. Moreover, every generalized Hessian curve H c,d over F q has the point (−ζ : 0 : 1) of order 3, where ζ 3 = c (see Section 4).
Unified Addition Formulas
Let H c,d be a generalized Hessian curve over F. We recall that the addition formulas (5) do not work to double a point. Hereafter, we give some unified addition formulas for H c,d where the doubling formulas can be derived directly from the addition formulas. The unified addition formulas make generalized Hessian curves interesting against side-channel attacks [2, 9] .
To compute P 1 +P 2 , we use the addition formulas (5) with inputs Q 1 and Q 2 . Doing so, we see that the sum of the points (X 1 :
These formulas work for doubling, i.e., they are unified addition formulas. We note that, by the swapping the order of the points in the addition formulas (9), one can obtain the following unified formulas:
The next algorithm evaluates the addition formulas (9) with 12M + 1D, where 1D denotes the multiplication by constant c, which may be chosen small:
It turns out that a mixed addition requires 10M + 1D by setting Z 2 = 1. Moreover, the addition formulas (9) can be performed in a parallel way, similarly to the algorithm proposed for the addition formulas (5) in [33] . When F is of characteristic p = 2, one can use the modified system of coordinates presented in [22, §2.4] . Applying it to addition formulas (9), the sum of two points on H c,d represented by (X 1 :
is the point represented by (X 3 :
given by
This algorithm requires 6M + 6S + 2D, where 2D represent the two multiplications by constant c, which can be chosen small. Furthermore, the mixed addition formulas can be obtained by setting Z 2 = 1 which need 5M + 6S + 2D.
Complete Addition Formulas
Again, we let H c,d denote a generalized Hessian curve over F. In this section, we study the exceptional cases of the addition formulas (5), (9) and (10). In particular, we show that addition formulas (9), (10) work for all pairs of F-rational points on H c,d whenever c is not a cube in F.
We consider the set of F-rational points at infinity on H c,d , denoted by ∞,
We note that ∞ is a subgroup of the group of F-rational points on H c,d . Further, ∞ is a subgroup of the 3-torsion group H c,d [3] , where
Let T 1 , T 2 be the set of F-rational points P = (X : Y : Z) of H c,d [3] with Y = 0, X = 0, respectively. Namely,
The following proposition describes the exceptional cases of the addition formulas (5). Proposition 1. The addition formulas (5) work for all pairs of points P 1 , P 2 on H c,d if and only if P 1 − P 2 is not a point at infinity.
First, assume that the addition formulas (5) do not work for the inputs P 1 , P 2 , i.e., we have X 3 = Y 3 = Z 3 = 0, where
We distinguish two cases to show that P 1 − P 2 ∈ ∞.
. So, Z 2 = 0. That means P 1 , P 2 are in ∞. Therefore, P 1 − P 2 is a point at infinity. 2. Assume now that Z 1 = 0 and Z 2 = 0. We write P 1 = (x 1 : y 1 : 1) and P 2 = (x 2 : y 2 : 1), where
. Next, we assume that x 1 x 2 = 0. If x 1 = 0 then y 1 = 0. From X 3 = 0, we remark that x 2 = 0. Then, x 1 = x 2 = 0 implies that y 1 3 = y 2 3 . Therefore, in all cases, we obtain y 1 3 = y 2 3 and x 1 3 = x 2 3 . So, we can write y 2 = ω 1 y 1 and x 2 = ω 2 x 1 , where ω 1 , ω 2 are third roots of unity. The condition x 1 y 1 = x 2 y 2 becomes (ω 1 ω 2 − 1)x 1 y 1 = 0. If x 1 y 1 = 0 then ω 2 = ω 1 −1 and thus P 1 − P 2 = (1 : −ω 1 : 0). If x 1 = 0 then x 2 = 0 and P 1 − P 2 = (1 : −ω 1 : 0). Finally, if y 1 = 0 then y 2 = 0 and P 1 − P 2 = (ω 2 : −1 : 0). Summing up, we always have P 1 − P 2 ∈ ∞. Now, we study the other direction. We assume that P 1 − P 2 ∈ ∞ where
, where ω is a third root of unity. It is easily seen that the addition formulas (5) do not work for such P 1 , P 2 .
We note that the addition formulas (5) work for all distinct pairs of F-rational inputs if the curve H c,d over F has only one F-rational point at infinity, i.e., if F has only one third root of unity. This happens for
Proof. Let P 1 , P 2 be points on H c,d . Let T 1 be a point of T 1 . Let Q 1 = P 1 + T 1 and Q 2 = P 2 − T 1 . We note that the output of formulas (9) for the pair of points P 1 , P 2 is equal to the output of formulas (5) for the pair of points Q 1 , Q 2 . From Proposition 1, we see that the formulas (9) do not work for the pair of points P 1 , P 2 if and only if Q 1 − Q 2 ∈ ∞. This is equivalent to
Similarly, the addition formulas (10) work for all pairs of points P 1 , P 2 on H c,d with P 1 − P 2 / ∈ T 2 . Since the sets T 1 and T 2 are disjoint, if the addition formulas (9) fail to compute the sum of two points, then the addition formulas (10) work to compute this sum. Clearly, this is true for the other way round. In other words, if the addition formulas (9) do not work for the pair of inputs P 1 , P 2 , then they work for the pair of inputs P 2 , P 1 . Proof. The doubling formulas (6) can be obtained from the addition formulas (9) by letting P 2 = P 1 . Then, from Proposition 2, we see that these doubling formulas work for all points on H c,d .
Corollary 2.
Assume H is a subgroup of H c,d (F) which is disjoint from T 1 . Then, the addition formulas (9) and (10) work for all pairs of points in H.
Proof. Clearly, H and T 2 are disjoint as well. Then, Proposition 2 concludes the proof.
Here, we express the family of complete generalized Hessian curves. By a complete curve, we mean a curve with complete addition formulas, i.e., a curve over a field F with addition formulas that are valid for every pair of F-rational points. 
Explicit Formulas in Characteristic 2
In this section, we present fast and efficient addition, doubling, tripling and differential addition formulas for generalized binary Hessian curves over a field F of characteristic p = 2.
Addition
We recall that the cost of point addition algorithms in [13, 33] for the addition formulas (5) is 12M. Also, the addition algorithm (11) requires 12M + 1D. One may choose the constant c small to reduce the cost of this algorithm to 12M. Further, the addition algorithm (11) is unified. Furthermore, it features completeness for generalized binary Hessian curve H c,d over F 2 n , where n is even and c is not a cube in F 2 n .
Moreover, one can use the extended coordinates (X : Y : Z : X 2 : Y 2 : Z 2 : XY : XZ : Y Z). Here, the sum of two points on H c,d represented by (X 1 : Y 1 :
where
This algorithm requires 9M + 3S + 2D, where the two D are multiplication by the constant c. We note that the algorithm (13) is obtained from the addition formulas (9), so it is unified and works for point doublings as well. Moreover, it works for all pairs of inputs on a complete curve (cf. Theorem 3). Furthermore, the mixed addition formulas need 8M + 3S + 2D by setting Z 2 = 1. If c is small, then one can obtain the addition algorithm in a parallel environment using 3, 4 or 6 processors which needs 3M + 1S, 3M or 2M, respectively. Table 1 lists the complexities of addition formulas for different shapes of binary elliptic curves and different coordinate systems. As Table 1 shows, the generalized Hessian curves provide the fastest addition formulas for binary elliptic curves. Moreover, our formulas for Hessian curves are unified. They are even complete for many generalized Hessian curves. We note that all addition formulas for short Weierstraß curve are not even unified. But, binary Edwards curves provide unified and even complete formulas.
Doubling
We recall that the doubling algorithm (7) needs 6M + 3S + 1D to perform the doubling formulas (6) . Furthermore, from the doubling formulas (6), we see that the doubling of the point (X 1 :
The following algorithm performs the doubling formulas (14) which requires 5M + 6S + 2D:
Moreover, the doubling of the point (X 1 : Y 1 : Z 1 ) on a binary curve H c,d , using the representation (X 1 :
The cost of above doubling algorithm is 6M + 3S + 2D. We also note that, the coordinates D 3 , E 3 and F 3 can be given by
The following doubling algorithm needs less field multiplications:
Above doubling algorithm needs 3M + 12S + 9D. This algorithm requires 3M + 12S + 6D if c is small and 3M + 12S + 4D if d is small. Our doubling formulas slightly improve the current speed of doublings on Hessian curves. Moreover, the doubling formulas for generalized Hessian curves are faster than doubling formulas using projective coordinates in short Weierstraß form, see [2] . But, they are slower than various doubling formulas using Jacobian [2] , Lopez-Dahab representations of short Weierstraß form [2, 29, 24, 6] and projective representation of binary Edwards [6] .
We note that the only complete doubling formulas are presented by binary Edwards [6] and generalized binary Hessian curves (see Corollary 1).
Tripling
Here, we present fast tripling formulas for generalized binary Hessian curves. The tripling formulas can be used in double based number systems, DBNS; see e.g., [14, 3, 15] . For a point (X 1 :
For generalized binary Hessian curves, we suggest the following formulas. If d = 0, let e = d −1 . The following algorithm computes (X 3 : Y 3 : Z 3 ) and requires 7M + 6S + 3D (and 7M + 6S + 2D if either c or e is small),
Differential addition
We now devise differential addition formulas on binary Hessian curves using w-coordinates, where for a point (x, y) on the binary curve H c,d , w(x, y) is defined by a symmetric function in terms of the coordinates x, y. The w-coordinates for differential addition require computing w(P +Q) given w(P ), w(Q) and w(P −Q); and the w-coordinates for differential doubling require computing w(2P ) given w(P ). We recall, [31, 6] , that using w-coordinate differential addition and doubling formulas, one can recursively compute w((2m+1)P ) and w(2mP ) given w(mP ) and w((m + 1)P ).
Let (x 2 , y 2 ) be a point on H c,d and let (x 4 , y 4 ) = 2(x 2 , y 2 ). Write u i = x i + y i and v i = x i y i for i = 2, 4. From doubling formulas (4), we obtain
Assume that (x 1 , y 1 ), (x 2 , y 2 ), (x 3 , y 3 ), (x 5 , y 5 ) are affine points on H c,d satisfying (x 1 , y 1 ) = (x 3 , y 3 ) − (x 2 , y 2 ) and (x 5 , y 5 ) = (x 2 , y 2 ) + (x 3 , y 3 ). Write u i = x i + y i and v i = x i y i for i = 1, 2, 3, 5. Using the addition formulas (3), we obtain
Furthermore, we have
Using above affine formulas one can obtain fast projective and mixed differential addition and doubling formulas. In order to speed up these formulas, we consider the following w-coordinates. We write w i = c + dv i for i = 1, 2, . . . , 5. In other words, w i = x i 3 + y i 3 . Here, d = 0. From (15), we have
Using the formulas (16), we obtain
To have projective formulas, we assume that w i are given by the fractions W i /Z i for i = 1, 2, 3. The following explicit formulas give the output w 5 defined by W 5 /Z 5 :
These formulas require 6M+1S+1D. Furthermore, the cost of mixed differential addition with w-coordinates is 4M + 1S + 1D by setting Z 1 = 1. Moreover, we write w 4 by the fraction W 4 /Z 4 . Then, the explicit doubling formulas
use 1M + 3S + 2D. If c = 1, i.e., H c,d is a Hessian curve, then the explicit doubling formulas use 1M + 3S + 1D:
As a result, the total cost of projective w-coordinate differential addition and doubling is 7M + 4S + 3D. Also, the mixed w-coordinate differential addition and doubling formulas use 5M + 4S + 3D. For Hessian curves H 1,d , the total costs of projective and mixed w-coordinate differential addition and doubling are 7M + 4S + 2D and 5M + 4S + 2D, respectively. Furthermore, if the parameter d of the curve H c,d is chosen small then the total costs of projective and mixed w-coordinate differential addition and doubling reduces to 7M + 4S + 1D and 5M + 4S + 1D, respectively. Moreover, from Proposition 1, we can see that the mixed w-coordinate addition and doubling formulas are complete. Table 2 shows the cost of differential addition and doubling for different coordinate systems on binary elliptic curves. From Table 2 , we see that our wcoordinate representations for generalized Hessian curves are competitive with other representations for binary elliptic curves.
Conclusion
In this paper, the family of generalized Hessian curves has been presented. This family covers more isomorphism classes of elliptic curves than Hessian curves. For every elliptic curve E over a finite field F q , the group E(F q ) has a point of order 3 if and only if E is isomorphic over F q to a generalized Hessian curve.
Unified addition formulas have been presented for generalized Hessian curves H c,d over a field F, see formulas (9), (10) . In particular, these formulas are unified for Hessian curves H 1,d . Further, the formulas are complete if c is not a cube in F.
The cost of projective formulas using algorithm (11) is 12M + 1D. Also, the mixed addition formulas require 10M + 1D. For generalized Hessian curves H c,d over F with characteristic p = 2, the projective addition formulas (12) using extended coordinates has a cost of 6M + 6S + 2D. The mixed formulas require 5M + 5S + 2D.
When p = 2, the generalized binary Hessian curves provide very fast and efficient addition formulas. Projective formulas (11) require 12M + 1D and the mixed addition formulas need 10M + 1D. Moreover, using the extended coordinates, formulas (13) perform a projective addition using 9M + 3S + 2D and a mixed addition using 8M + 3S + 2D. Several doubling and tripling formulas have been presented for generalized Hessian curves which improve the previous doubling and tripling formulas on Hessian curves. Also, very competitive differential addition and doubling formulas have been presented for generalized binary Hessian curves.
For q ≡ 1 (mod 3), we fix a value c ∈ F q that is not a cube in 
A.2 The number of F q -isomorphism classes
We recall from [16] that the number of F q -isomorphism classes of Hessian curves over F q is (q + 11)/12 if q ≡ 1 (mod 3) and q − 1 if q ≡ 1 (mod 3). The following theorem gives explicit formulas for the number of distinct generalized Hessian curves, up to F q -isomorphism, over the finite field F q .
Theorem 5. For any prime power q, the number of F q -isomorphism classes of the family of generalized Hessian curves over the finite field F q is (3(q + 3)/4 , if q ≡ 1 (mod 3) q − 1, if q ≡ 0, 2 (mod 3) .
Proof.
We use I H (q) to denote the number of F q -isomorphism classes of the family of generalized Hessian curves over F q . If q ≡ 0, 2 (mod 3), then every generalized Hessian curve is F q -isomorphic to a Hessian curve via the map given by Equations (1). So, I H (q) equals the number of F q -isomorphism classes of the family of Hessian curves over F q . Then, from [16, Theorem 15], we have I H (q) = q − 1 if q ≡ 1 (mod 3). Now, suppose that q ≡ 1 (mod 3). For a ∈ F q , let i H (a) be the set of F q -isomorphism classes of generalized Hessian curves H c,d with j(H c,d ) = a. So, #i H (a) is the number of distinct generalized Hessian curves with j-invariant a that are twists of each other. Clearly, #i H (a) = 0, if a ∈ J H . We note that, for all elliptic curve E over F q , we have #E(F q ) + #E t (F q ) = 2q + 2, where E t is the nontrivial quadratic twist of E. We also recall that the order of the group of F q -rational points of a generalized Hessian curve is divisible by 3 (see , which completes the proof.
